Security Advisory: Ticketmaster Data Breach
Friday, June 28, 2024

Greetings all,

Recently, Ticketmaster suffered a significant data breach impacting its customers, compromising
personal and payment details of thousands of users. This incident underscores the critical importance of
implementing robust cybersecurity measures. It serves as a strong reminder for everyone to adhere to
best practices such as using strong, unique passwords, enabling two-factor authentication, and regularly
monitoring credit reports for any signs of unauthorized activity. According to Ticketmaster’s website
blog, users are advised to remain vigilant against phishing attempts, actively monitor their accounts and
credit cards, and update passwords with strong and unique alternatives. Maintaining vigilance in online
security is essential to safeguard personal information.

Here are some immediate steps you can take to protect your personal information:

Monitor Financial Accounts: Regularly check your bank statements, credit card transactions, and
financial accounts for any unauthorized activity. Report any suspicious transactions to your financial
institution immediately.

Change Passwords: Update passwords for your online accounts, especially those directly affected by the
breach. Use strong, unique passwords for each account to minimize the risk of unauthorized access.

Enable Two-Factor Authentication: Wherever possible, enable two-factor authentication (2FA) for an
added layer of security. This requires a second form of verification (such as a code sent to your phone) in
addition to your password.

Monitor Credit Reports: Keep an eye on your credit reports from major credit bureaus (Equifax,
Experian, TransUnion). Look for any unfamiliar accounts or inquiries that could indicate identity theft.

Be Cautious of Phishing Attempts: Be wary of unsolicited emails, messages, or phone calls asking for
personal information or urging you to click on links. Verify the authenticity of such communications
before responding. Does the sender's email address match the company it claims to be from? Watch out
for slight misspellings like pavpal.com or anazon.com.

Consider Identity Theft Protection Services: If your information was compromised in a significant
breach, consider subscribing to identity theft protection services that can alert you to any suspicious
activity involving your identity.

Stay Informed: Keep yourself updated on developments related to the breach through official channels,
such as the affected company's website or reputable news sources.

Educate Yourself: Learn more about cybersecurity best practices to better protect your personal
information in the future. This includes understanding how to recognize phishing attempts and
practicing good password hygiene.

For additional information about Ticketmaster data breach, please refer below.
https://time.com/6984811/ticketmaster-data-breach-customers-livenation-everything-to-know/
Account Security Tips: How to Protect Your Tickets (ticketmaster.com)

Sincerely,

Information Security Office
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